UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG CAO PANG KY THUAT Dgc 1ap- Tu do- Hanh phc
CONG NGHE NHA TRANG
Sb: 744 [TB-CDKTCN Khanh Hoa, ngay 01 thang 6 nam 2022
THONG BAO

V/v trién khai sir dung chir ky dién tir (e-Signature)
tai Trwong Cao dang Ky thuat Cong nghé Nha Trang

Thuc hién ké hoach sé 304/KH-CDKTCN ngay 04/3/2022 vé chuyén ddi sé cua
Truong Cao dang K§ thuat Cong nghé Nha Trang nam 2022, d6i véi hoat dong sir dung chir
ky dién tir trén cac vin ban dién tir noi bo, nha truong trién khai mot s noi dung sau day:

1. Pho bién cac qui dinh vé viéc str dung chir ky dién tir trén vin ban dién tir trong
pham vi noi bd nha truong (phu luc 1). Ap dung tir thang 01/6/2022, tir thoi diém nay sé
ngirng xt Iy va luan chuyén cac van ban trong danh myc dinh kém (phu luc 3) dudi dang vin
ban gidy (trir 02 vin ban sir dung song song vin ban gidy va vin ban dién tu);

2. Hudng dan sir dung chir ky dién ta dbi véi ngudi khai tao van ban, ky trinh va nguoi
ky duyét van ban trén phan mém MS Word, MS Excel, MS Power Point (phu luc 2);

3. COng bd danh muc cac van ban duoc st dung chit ky dién tir dé ky trinh, ky duyét
(phu luc 3); dong thoi thuc hién viéc luan chuyén va xir Iy cac van ban nay dudi dang vin ban
dién tr (trong pham vi noi bo truong).

Dé nghi cac ca nhan, don vi trong trudng nghiém tdc thyc hién./.

HIEU TRUONG

Noi nhan:
-Dangcong TT GV;
- Luu VT, BCBCDS (TK).

*

NgUyén Viin Luc




Phu luc 1

QUI PINH VE VIEC SU DUNG CHU KY DIEN TU
(Ap dung trong noi bg Truong Cb KTCN Nha Trang)

“Chir ky dién tir duoc tao lap dudi dang tir, chit, s, ky hiéu, am thanh hoic céc hinh
thirc khéc bang phuong tién dién tir, gan lién hoic két hop mot cach logic véi thong diép dit
liéu, c6 kha ning xac nhan ngudi ky thong diép dit liéu va xac nhan sy chap thuan caa nguoi
d6 d6i voi noi dung thong diép di lidu duoc ky.”

(Khoan 1, diéu 21, lugt Giao dich dién tir)

I. COSO PHAP LY
Luat Giao dich dién tir (diéu 24)

Il. CAC QUI PINH

- Chit ky dién tir chi duoc sir dung d6i V6i cac van ban dién tir trong danh muc
dinh kém thong bao nay (phu luc 3).

- Cac van ban dién tir trong phu luc 3 duoc luan chuyén va phan hoi trén hé théng
E-Office cua tinh Khanh Hoa.

- Cac don vi lién quan phai cap nhat qui trinh xur 1y d6i véi cac van ban trong phu
luc 3. Viéc luu trit file, in 4n vin ban (néu can thiét) dugc thyuc hién theo hudng dan, qui
dinh chuyén mén cua don vi.

- Chit ky dién tir bao gom 02 thanh phan: (1). Anh cua chit ky viét tay, (2). Ching
chi dién tu.

1. Ngwoi sir dung chir Ky dién tir tw tao 02 thanh phan cia chir ky
a. Tao file anh cua chit ky viét tay
Anh nay s& duoc chén vao dong chit ky trén vin ban, yéu cau:
- Mau muyc: Xanh duong
- Kich thudc anh (dimensions): Téi thiéu 170 pixels x 100 pixels
- Khuyén khich nguoi dung x6a nén anh chit ky viét tay, vi khi chén vao vin
ban trong s€ dep hon.

Xem hudng dan

b. Tao chung chi dién tir
Chung chi dién tir dugc st dung la loai ching chi dién tur tu ky (self-signed digital

certificate). Chiring chi nay gan lién véi cac dic diém nhan dang ngudi Ky:

- Tén chang chi (Certificate name): La tén day da cua nguoi ky, do ngudi
dung tu nhap vao khi tao ching chi;

- Thiét bi tao chitng chi (KeylID): Day s6 dic trung gan véi thiét bi tao ching
chi (may tinh);

- DAu van tay (Thumbprint): Day sé ngau nghién, duy nhat, gia Iap nhu diu
van tay cua nguoi tao chung chi;

- S hiéu cua chung chi (Certificate SerialNumber): M4 sé duy nhat, duoc
phan mém tu dong sinh ra mdi khi thuc hién tao ching chi.



Mai ching chi dién tir 1a duy nhat va khé gia mao (tinh dén thoi diém hién tai,
trong pham vi sir dung c6 kiém soat). Moi sy thay doi vé chit ky dién tir va noi dung vin ban
sau khi ky déu bi phat hién.

Xéc thuc (authentication): Chang chi dién tu loai nay duoc x&c thuc dua vao
Su tin tuong (trust) gitta nguoi tao van ban va nhirng nguoi Ky duyét.

Sw tin twéng (trust): Puoc ngudi ky xac 1ap & lan ky dau tién va su tin tuéng
nay duy tri cho dén khi ngudi ky doi may tinh, cai lai hé diéu hanh, hoac tao lai chiing chi;
khi @0, giira cac bén phai thyuc hién lai viéc xac 1ap su tin tudng nhu ban dau.

Yéu cau vé Tén ching chi:
Tén chang chi: La tén day du ciia nguoi ky
binh dang:  Viét hoa ky tu dau mdi tu.
Vi du: Nham Manh Diing

Xem hudng dan

2. Poi véi ngudi khéi tae vin ban va ky trinh
a. Buwoc 1: Hoan thién ndi dung van ban trude khi thyc hién ky (vi sau khi ky sé
khong sira dugc noi dung, néu bo qua canh bao dé chinh stra ndi dung thi chir ky s& bi mat,
sau khi chinh stra xong phai thyc hién ky lai).
b. Budc 2: Chén Dong chira chir ky (Signature line) cho tat ca nhitng nguoi s& ky
duyét van ban.
Xem huéng dan

C. Buwoc 3: Thuc hién ky trinh
d. Bwéc 4: Xac nhan sy tin tuéng cia chir ky (chi can thuc hién ¢ lan ky dau tién)

3. Poi véi ngudi ky duyét vin ban

a. Lan ky duyét dau tién d6i voi mot nguoi trinh ky bat ky
- Xac lap su tin tuéng (trust) véi nguoi trinh Ky, dua vao:
+ Ludng luan chuyén vin ban trén E-Office;
+ Nguoi ky duyét cé thé dién thoai, nhan tin dé xac nhan lai viéc goi
van ban cta nguoi trinh ky.
- Thuc hién kv dién t

Xem hudng dan

Luu y quan trong: Bat ¢ ai cling khong nén thay doi noi dung vin ban da duoc ky,
néu bo qua canh bao nay dé chinh stra noi dung van ban thi tdt ca cac chir ky da c6 sé mat,
viéc ky duyét s& phai thuc hién lai tir dau (tir nguoi khoi tao van ban va trinh ky).

Rang budc nay dam bdo sw toan ven cia vin ban va sw chap thugn cia nguwoi ky
doi véi néi dung véin ban.

b. Nhitng lan ky duyét sau (d6i v6i ngudi trinh ky da duoc xac 1ap su tin tuong
trude do) thi chi can thuc hién ky dién to.



4. Gia mao chir ky dién tir
Viéc gia mao chir ky (ma nhirng nguoi ky duyét khdng phéat hién duogc) xay ra khi
may tinh chua chir ky dién tir va ching chi dién tir bi sir dung bat hop phap, cu thé:
- May tinh bi virus, tin tic dn cap chang chi dién tir hodc chiém quyén diéu khién
may tinh;
- Bi nguoi khac sao chép chung chi dién ti, 16 tai khoan E-Office hoac bi nguoi
khéac str dung may tinh ctiia minh dé ky va goi vin ban.

Ngoai ra, cac trudng hop gia mao khac déu bi nhitng nguoi ky duyét phat hién.

5. Chéng gia mao chir ky dién tir
Nguoi dung can dé cao canh giac trong qua trinh sir dung may tinh, trao doi file, sir

dung internet. .., va thuc hién theo nhitng khuyén nghj sau day:

- Cai dat phan mém diét virus c6 ban quyén;

- Bao vé may tinh co6 chua chir ky dién tir va chieng chi dién tir (khdng nén st
dung chung may tinh, dat biét 1a may tinh dung dé ky van ban);

- Khéng nén ding nhap sir dung E-Office trén may tinh cua nguoi khéc, néu
diing thi sau khi ding xong phai ding xuat va xo6a thong tin ding nhap trén trinh duyét;

- B&o cho bo phan CNTT khi phat hién may tinh bi mat, bi nhidm virus, c6 dau
hiéu bat thuong, dé duoc hd tro va phdi hop xu Iy.



Phu luc 2
HUONG DAN SU DUNG CHU KY PIEN TU
(Ap dung trong néi bé Truong CP KTCN Nha Trang)

Céc huéng dan va vi du sau day duoc thyc hién trén MS Word, d6i véi MS Excel va
MS PowerPoint thi thuc hién hoan toan tuong tu.
1. Huwdéng dan tao file anh caa chir ky tay

Budce 1: Thuc hién ky tay bang bt c6 mau myc xanh trén gidy in trang.

Buégc 2: Chup anh cua chit ky, tinh chinh cho anh cé chat lwgng cao nhat, kich thugc
khuyén nghi la 170 pixels x 100 pixels.

X6ba nén cho file anh c6 chir ky viét tay

C6 nhiéu cbng cu online xda nén cho anh (mién phi), rat dé sir dung, chi can tai file
anh 1én, rdi tai file da x6a nén ve.

https://www.remove.bg/ (khuyén dung — hoan toan tu dong)

https://pixIlr.com/vn/remove-background/

2. Hwéng din tao chirng chi dién tir
Cong cu tao: SELFCERT — mot tién ich da tich hop trong b MS-Office
Vi tri cia cong cu SELFCERT trong may tinh

Share View Application Tools

» This PC » Windows-55D (C) » Program Files » Microsoft Office » root » Officel6

-

L]

ldio Name Date modified Type Size
sdxbgt.dll Application exte... 61 KB
e ] SDXHelper Application 142 KB
| sdxhelper.exe.manifest MAMIFEST File 2 KB
& SDXHelperBgt Application 33 KB
5 seLFcerT v Application 822 KB

Néu cau trac thu muc ¢ may tinh nguoi ding khac hinh trén thi st dung chirc ning
Search trong File Explorer (phim tat: Windows + E)

It = Search Tools
Haome Share Wiew Search 0
< ~ /M 1 » Search Results in Program Files v D £ selfcert @ x

B videos &
_ e SELFCERT Date modified: 30/05/2022 7:3...
L. Windows-55D (C) ¥ - . . . ' -
C\Program Files\Microsoft Office\root\Offigele Size: 821 KB
SWinREAgent

BIOS

Drivers

Nhéap “selfcert” roi Enter

etc

home

Intel
KNMRT_Data

OneDriveTemp

PerfLogs Chon néu Windows 32bit
Program Files /
Program Files (x86)



https://www.remove.bg/
https://pixlr.com/vn/remove-background/

Double click vao SELFCERT, nhap Tén chung chi (1a tén nguoi ky) vao hop thoai sau:

Gl Create Digital Certificate e

This program creates a seffsigned digital certificate that bears the name you type
below. This type of certificate does not verify your identity.

Since a self-signed digital certificate might be a forgery, users will receive a security
waming when they open a file that contains a macro project with a seff-signed
signature.

Office will only allow you to trust a seff-signed certificate on the machine on which it
was created.

A seff-signed cerificate is only for personal use. if you need an authenticated code
signing certificate for signing commercial or broadly distibuted macros, you wil
need to contact a certification authority.

Click here for a list of commercial certificate authorties

Your certficate’s name: L /

| v

0K | Cancel

3. Hwéng din ddi véi nguoi khéi tao vin ban va trinh ky
Buwoc 1: Hoan thién noi dung van ban.
Buwéc 2: Chén Dong chira chir Ky (Signature line) cho tat ca nhimg nguoi ky trong
van ban ndy. Ciang chinh kich thuéc, bé cuc cia Dong chira chir ky pht hop véi dinh dang
van ban hién hanh (cach thuc hién gidng nhu dinh dang mét anh binh thuong).
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Signature Setup ? s

Suggested signer (for example, John Doe):

Wikipedia = Online = Links = Comment RBe
A v

I Comments 17 Share

Microsoft Office Signature Line..

I . . v [P = W
() Shapes 33 SmartArt @ E’ELGetAddfins W [::é ey 'Uv‘j [ Head I_TT @7 TT Equation
Tey
Box

Add Signature Services...

Text Symbols ~
71801

Suggested signer's title (for example, Manager):

DE tréng

Suggested signer's e-mail address:

Instructions to the signer:

Before signing this document, verify that the content
you are signing is correct,

1 Allow the signer to add comments in the Sign dialog

Show sign date in signature line

OK @ Cancel




Két qua:

PHAN NOI DUNG VAN BAN
Tran trong./.
Khanh Hoa, ngay ...... thang 5 nam 2022
Phong TCHC Phong Dao tao Truong don vi Nguwoilam don
X X X X

Buwéc 3: Thuc hién ky dién tir (sau khi da tao da 02 thanh phan: file anh chir ky viét
tay va ching chi dién tir theo hudng dian & phan 1 va 2).
Vi du: Ngwoi lam don Ky trinh (nguoi Ky duyét cling thyc hién tuong ty)

PHAN NOI DUNG VAN BAN Sigresture Setp..

Save as Picture

Border Styles »
I{fé& gl(‘vgflnlg/ ; Insert Caption..
Delete Cells.
Phong TCHC Phong Dao tao Truongdonyi  _ Ng

g
v New Comment

X X X X .

o

Sign ? X
PHAN NC)I DU @ see additional information about what you are signing..

Before signing this document, verify that the content you are signing is correct.

Duyét tim file anh

Type your name below, or click Select Image to select a picture to use as your Chﬁ' k\,/ Vlét tay
signature:

Tran trong./.

| /. thang 5 nim 2022
x Select Image...

Phong TCHC i Nguoilam_don
Phong i _ Nguoilam_don
X To include information about the signer, click the details button. Details... e .X

n =
Signing as:  BUi Quang Khai @Cnangem
—

[ Chon Tén chtng chi

@m Cancel dién t&r cia ngudi ky




Két qua:

Tran trong./.
Khéanh Hoa, ngay ...... thang 5 nam 2022
Phong TCHC Phong Dao tao Truwong don vi

&
X E—

 S19e by: Bl Quang Kidi

Nguoi lam don

Bwdc 4: Xac lap sy tin tudng (trust) cuaa chir ky

@
% D-Click

a Signed by: Bl Quang u:r‘f\ )

Click vao link dé x&c 1ap Trust

PHAN NOI DUNG VAN BAN

Signature Details

Recoverable signature - A trust decision Jfas not been made for the
signer's certificate. Your help desk shofld know what to do.

. B
L
- Signature type: XAdES-EPES
mtron '!' Click here to trust this user's identity.

Phong TCHC vi
X .

... thang 5 ndm 2022

Nguoi lam don

coverable Signature

=]

X E— .

PHAN NOI DUNG VAN BAN
D4u hiéu thé hién chir ky
3 CHUA trust
Tran trong./.
Khanh Hoa, ngay ... ... thang 5 nam 2022
Phong TCHC Phong Dao tao Trwong don vi Ngwoi lam

X
Signed by: BOi Quang Khai
o TR O OETE ormgmnon sl
Signing as:  Bli Quang Khai yiew...
See the additional signing See information about @ Close
information that was the signer
collected...
PHAN NOI DUNG VAN BAN
Trén trong./. Chir ky DA trust
Khdnh Hoa, ngay ...... thang 5 brermr—=o==
Phong TCHC Phong Dao tao Truwong don vi Nguoilam don
o o 572372022 ™
X X X =X }{/ :

i SiEneS By B Quang kndi




4. Huwéng din ddi véi ngwoi Ky duyét

- Néu van ban can ky duyét c6 chira chix ky chua duoc xac 1ap su tin tuéng, thi dwa vao
ludng luan chuyén trén E-Office cia ngudi goi, dién thoai, nhan tin...dé xac minh nguoi da
ky trudc do, khi da du do tin cay thi thuc hién xac 1ap su tin tuong theo hudng dan Budc 4 &
trén.

- Khi cé4c chit ky di co déu tin twong (trust) thi thuc hién ky duyét theo huéng dan Bude
3 o trén.



Phu luc 3

DANH MUC CAC VAN BAN PUQC SU DUNG CHU KY DPIEN TU, LUAN
CHUYEN VA XU LY VAN BAN DPIEN TU TREN E-OFFICE
(Ap dung trong néi bé Truong CP KTCN Nha Trang)

STT Tén van ban Ghi cha

1 Phiéu yéu cau xe phuc vu cong tac

2 | Dang ky thi dua diu nim

3 | bon xin nghi phép/nghi viéc riéng

4 | Ké hoach gido vién Str dung song song vin ban gidy
va van ban dién tir

5 |Giaoan

6 | So tay gido vién

7 | Xét cong nhan du diéu kién thi tot nghiép St dung song song vin ban gidy
va van ban dién tir

8 |Xét cong nhan du didu kién thi két thic

modun/moén hoc

9 | Gidy bao nghi/day bu

10 Téng két diém va rén luyén nam hoc

11 | Xép loai hoc bong

12 | Quy trinh xét, cip hoc bong khuyén khich hoc

tap

13 | Quy trinh cho théi hoc va xtr Iy ky luat HSSV

14 | So két hoc ky, tong két ca nam

15 | Xét hoc bong cua hoc sinh sinh vién

16 | K& hoach vat tu giang day thuc hanh Cac vat tu la thuc phém tuoi

17 | Phiéu dé nghi cap vat tu giang day thuc hanh song, do kho, gia vi, hoa tuoi,

18 | Gidy cap phat vat tu giang day thuc hanh cac loai khi d6t, xing, dau, van

19 | Gidy cap phéat vat tu phuc vu giang day thuc hanh | dung van ban gidy.

20 | Bao céo su dung vat tu thuc hanh
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