UBND TINH KHANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM

TRUONG CAO PANG KY THUAT Déc 1ap - Tu do - Hanh phic
CONG NGHE NHA TRANG
S6: 548/QP-CDKTCN Khanh Hoa, ngay 23 thang 12 nam 2025
QUYET PINH

Ban hanh Quy ché Bio dam an toan, an ninh mang H¢ thong thong tin phuc vu
hoat dong néi bg tai Trwomg Cao diang Ky thuat Cong nghé Nha Trang

HIEU TRUONG TRUONG CAO PANG KY THUAT CONG NGHE
NHA TRANG

Can cir Quyét dinh s6 126/0D-CDKTCN ngay 18/8/2025 ciia Trwong Cao
dang Ky thudt Cong nghé Nha Trang vé viéc ban hanh Quy ché té chikc va hoat
dong cia Truong Cao dang Ky thudt Cong nghé Nha Trang;

Can cit Nghi dinh s6 85/2016/NP-CP ngay 01 thang 7 nam 2016 ciia Chinh
phii vé bao dam an toan hé thong théng tin theo cdp do;

Can cit Nghi dinh s6 53/2022/NP-CP ngay 15 thang 8 nam 2022 ciia Chinh
phii quy dinh chi tiét mot sé diéu ciia Ludt An ninh mang;

Theo dé nghi ciia Truong phong Quan tri chdt wong-Hoc sinh, sinh vién.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché dam bao an toan thong
tin mang cua Trudng Cao diang K§ thuat Cong nghé Nha Trang.

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky va thay thé Quyét dinh
s6 463/QD-CPKTCN ngay 11 thang 3 ndm 2025 cua Hiéu truong Trudng Cao
dang Ky thuit Céng nghé Nha Trang vé viéc Ban hanh Quy ché dam bao an toan
thong tin mang cua Trudng Cao dang K§ thuat Cong nghé Nha Trang.

Piéu 3. Truong phong Quan tri chat lugng-Hoc sinh, sinh vién, Truong cac
don vi va cd nhan c¢o lién quan chiu trach nhi¢m thi hanh Quyét dinh nay./.

Noi nhgn: IEU TRUONG
- NI}u diéu 3; B g

- Cong thong tin dién tir truong;
- Luu: VT, QTCL-HSSV.
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KY THUAT
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UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG CAO DANG KY THUAT Poc 1ap - Ty do - Hanh phic
CONG NGHE NHA TRANG

QUY CHE
Bdo diam an toan, an ninh mang H¢ thong thong tin phuc vu hoat dong noi b
tai Truong Cao dang Ky thuat Cong nghé Nha Trang

(Ban hanh kém theo Quyét dinh s6 548/OD-CDKTCN ngay 23 thang 12 nam 2025 cua
Hiéu truong Truong Cao dang Ky thudt Cong nghé Nha Trang)
Chuong I:
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh va ddi twong ap dung

1. Pham vi diéu chinh

Quy ché nay quy dinh cac chinh sach quan 1y va cac bién phap nham bao
dam an toan thong tin cho H¢ théng thong tin phuc vu hoat dong ndi bo tai Truong
Cao dang K thuat Cong nghé Nha Trang bao gdm:

- Pham vi quan 1y vé vat 1y va logic cta to chuc;

- Céc ung dung, dich vu hé théng cung cép;

- Nguon nhan lyc bao dam an toan thong tin.

2. Béi tuong ap dung

a) Cac don vi thudc Truong Cao dang Ky thuat Cong nghé Nha Trang, can
b0 thudc cac don vi thudc Truong Cao déng K¥ thuat Cong ngh¢ Nha Trang.

b) Co quan, td chirc, ca nhan c6 két ndi, sir dung H¢ théng thong tin phuc vu
hoat dong nd1 bo tai Truong Cao dﬁng K¥ thuat Cong nghé Nha Trang.

¢) Co quan, t6 chirc, ca nhan cung cdp dich vu quan 1y, van hanh, duy tri,
phat trién va bao dam an toan thong tin mang phuc vu hoat dong cua Hé thdng
thong tin phuc vu hoat dong noi b tai Truong Cao diang K§ thuat Cong nghé Nha
Trang.

Piéu 2. Giai thich tir ngir
Trong quy ché ndy, cac tir ngit dudi ddy duoc hiéu nhu sau:

1. An toan théng tin mang: 1a sy bao vé thong tin, hé thong thong tin trén
mang tranh bi truy nhap, st dung, ti€t 19, gidn doan, sura d61 hodc phd hoai trai
phép nham bao dam tinh nguyén ven, tinh bao méat va tinh kha dung ctia thong tin.



2. Mang: 1a moi truong trong do thong tin duge cung cap, truyén dua, thu
thap, xtr 1y, luu trit va trao doi thong qua mang vién thong va mang may tinh.

3. Hé théng théng tin: 13 tap hop phan clng, phan mém va co s dit liéu duge
thiét 1ap phuc vu muc dich tao lap, cung cap, truyén dua, thu thap, xur 1y, luu trix
va trao doi thong tin trén mang.

4. Chii quan hé thong théng tin: 13 co quan, to chirc, ca nhan c6 tham quyén
quan 1y truc tiép doi vdoi h¢ thong thong tin.

Piéu 3. Muc tiéu, nguyén tic bao dam an toan thong tin
1. Muc tiéu bdo dam an toan thong tin

Béo v¢ thong tin, h¢ théng thong tin trén mang tranh bi truy nhép, su dung,
tiét 19, gian doan, stra ddi hodc pha hoai trai phép nham bao dam tinh nguyén ven,
tinh bao mat va tinh kha dung cua thong tin H¢ théng thong tin phuc vy hoat dong
noi b tai Truong Cao drfmg K¥ thuat Cong nghé Nha Trang.

2. Nguyén tic

a) Co quan, t6 chirc thudc dbi twong ap dung Quy ché nay cé trach nhiém
bao dam an toan thong tin va hé thong thong tin trong pham vi xir Iy céng viéc
cia minh theo quy dinh ctia phap luat, huéng dan cua co quan, don vi c6 thim
quyén va cc quy dinh tai Quy ché nay.

b) Bao dam an toan thong tin (ATTT) 14 yéu cau bat budc, phai duoc thuc
hién thuong xuyén, lién tuc trong qua trinh:

1. Thu thap, tao lap, xu ly, truyén tai, luu trlr va sir dung thong tin, dir licu.

ii. Thiét k&, thiét 1ap va van hanh, nang cap, hiiy bo hé thong thong tin.

c) Viéc bdo dam an toan H¢ théng thong tin phuc vu hoat dong ndi bo tai
Truong Cao dang Ky thuat Cong nghé Nha Trang dugc thuc hién mot cach tong
thé, ddng b, tap trung trong viéc dau tu cac giai phap bao vé, co su dung chung,
chia sé tai nguyén dé tbi wu hiéu nang, tranh dau tu thira, trung 1ap.

Pié¢u 4. Nhirng hanh vi nghiém ciAm

Céc hanh vi bi nghiém cdm quy dinh tai Piéu 7 Luat An toan thong tin mang
va Piéu 8 Luat An ninh mang.

Piéu 5. Phoi hop véi nhirng co quan/td chire c6 thim quyén

1. Dau méi lién hé, phdi hop véi cac co quan, t6 chirc co thim quyén quan
Iy vé an toan thong tin:

Truong Cao diang K§ thudt Cong nghé Nha Trang giao Phong Quan tri chat
lwong va Hoc sinh sinh vién 1a ¢u méi lién hé, phdi hop cac co quan, to chic 6



tham quyén quan 1y vé an toan thong tin phuc vu viéc bao dam an toan, an ninh
mang cho Hé¢ théng thong tin phuc vy hoat dong ndi bo tai Truong Cao déng K¥
thuat Cong nghé Nha Trang.

2. Pau méi lién hé, phodi hop véi cac co quan, to chitc trong cong tac hd trg
di€u phoi x1r Iy su c6 an toan thong tin:

a) Poi Ung ctru sy ¢d an toan thong tin mang tinh:

- Sb dién thoai hotline 24/7: 0694.401.575 hodc 0917.532.787

- Sb dién thoai trong gid hanh chinh: 0694.401.575 hoac 0917.532.787
- Thu dién tu: tbatanm(@khanhhoa.gov.vn

b) Cuc An ninh mang va phong, chdng t6i pham sir dung cong nghé
cao/Trung tim Ung ctru khan cap khong gian mang Viét Nam (VNCERT)

- Nguoi lién hé/bd phan: Ban img ctlru sy cd
- S6 dién thoai: 069 220 5199

- Email: report@vncert.vn

- B4o cdo su ¢6 qua nén tang di€u phoi, xir 1y su co an toan thong tin mang
quoc gia: https://soar.soc.gov.vn

3. Tham gia cac hoat dong, cong tac bao dam an toan thong tin khi c6 yéu
cau cua cac co quan, to churc ¢6 tham quyén.

Piéu 6. Bao dam ngudn nhan lre
1. Tuyén dung

Can by duoc tuyén dung vao vi tri lam vé an toan thong tin co trinh dg,
chuyén nganh vé linh vuc cong nghé thong tin, an toan thong tin, pht hop véi vi
tri tuyén dung.

2. Trong qua trinh lam viéc

a) Trach nhiém bdo dam an toan thong tin cho ngudi st dung, can by quan
Iy va van hanh hé thong:

- V61 nguoi st dung:

+ Nguoi st dung co trach nhiém dam bao ATTT ddi véi timg vi tri cong
viéc.

+ Phai duogc thudng xuyén to chirc quan triét cac quy dinh vé ATTT, nhim
nang cao nhan thirc vé trach nhiém dam bao ATTT.

+ Phai c6 trach nhi¢m tu quéan 1y, bdo quan thiét bi ma minh duoc giao su
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dung; khong tu y thay doi, thao lap thiét bi.

- Vi can bd quan 1y va van hanh hé thong

+ Can bd quan 1y va van hanh hé thong phai thiét 1ap phuong phap han ché
truy cap mang khong day, giam sat va diéu khién truy cip khong day, to chuc sir
dung chimg thuc va ma hoa dé bao vé truy cap khong day t6i hé théng thong tin.

+ Can bd quan 1y va van hanh hé théng phai t6 chitc quan 1y dinh danh dbi
Vi tit ca nguoi dung tham gia sir dung hé théng thong tin.

b) Pinh ky hang nam t6 chtrc hodc tham gia phd bién, tuyén truyén nang cao
nhan thire vé an toan thong tin cho nguoi str dung do don vi chic nang t6 chic.

3. Cham dut thay doi cong viéc

a) Can bo cham dut hodc thay doi cong viéc phai thu hoi thé truy cap, thong
tin duoc luu trén cc phuong tién luu trit, cac trang thiét bi may moc, phan cung,
phan mém va cac tai san khac (néu c6) thudc so hitu cua to chic;

b) B0 phan chuyén trach thyuc hi¢n vo hi¢u hoa tat ca cac quyén ra, vao, truy
cap tai nguyén, quan tri hé théng sau khi can b0 thoi viéc.

Chuong II:
BAO DAM AN TOAN THONG TIN TRONG
QUAN LY THIET KE, XAY DUNG HE THONG
Piéu 7. Quan ly thiét ké an toan hé thong thong tin
1. Bo phan chuyén trach xay dung tai liéu mo ta quy mo, pham vi va déi

tuong st dung, khai thac, quan 1y van hanh hé théng thong tin va thuyét minh
trong Ho so dé xuét cap do cua hé théng.

2. BO phan chuyén trach xay dyung tai liéu mo ta thiét ké va cac thanh phan
ctia hé thong thong tin thuyét minh trong Ho so dé xuat cap do cua hé thong.

3. BG phan chuyén trach xay dung tai li¢u mo ta phuong an bao dam an
toan thong tin theo cap do ctia hé thong thong tin thuyét minh trong Ho so dé xuat
cap do cua hé thong.

4. BO phan chuyén trach xay dyng tai liéu mo ta phuong an lya chon giai
phéap cong nghé bao dam an toan thong tin ctia hé thong thong tin thuyét minh
trong HO so dé xuit cép do cua hé théng.

5. B0 phan chuyén trach khi c6 thay d6i thiét ké, danh gia lai tinh phu hop
ctia phuong an thiét ké ddi voi cac yéu cau an toan dat ra ddi voi hé théng, bao
cao Lanh dao quyét dinh trude khi thuc hién thay ddi.



Pic¢u 8. Phat trién phin mém thué khosn

1. Yéu cau c6 bién ban, hop dong va cac cam két do61 véi bén thué khoan
cac ndi dung lién quan dén viéc phat trién phan mém thué khoan.

2. Yéu cau cac nha phat trién cung cAp ma ngudn phan mém:

a) Cac nha phat trién cung ciAp ma ngudn phan mém cho bd phan chuyén
trach.

b) B phan chuyén trach ¢ trach nhiém quan 1y va luu trir ma ngudn an
toan.
Diéu 9. Thir nghiém va nghiém thu hé thong

1. Bén trién khai x4y dung ké hoach, ndi dung thir nghiém hé théng trudc
khi thuc hién thir nghi€ém va nghiém thu hé théng.

2. Pon vi van hanh thyc hién kiém thir hé théng trude khi dua vao van
hanh, khai thac theo phuong an thiét ké duoc phé duyét trong Ho so dé xuét cap
do.

3. B6 phan chuyén trach va bén trién khai hé thong xay dung ké hoach,
quy trinh thir nghiém va nghiém thu hé théng, trinh Lanh dao don vi phé duyét
trudc khi dua hé thong vao van hanh, khai thac.

4. BO phan chuyén trach phdi hop véi bén trién khai hé théng thuc hién
thir nghiém va nghiém thu hé théng, trude khi dua vao van hanh, khai théac.

Chuong III:
BAO PAM AN TOAN THONG TIN TRONG
QUAN LY VAN HANH HE THONG

Piéu 10. Quan Iy an toan mang

1. Hoat dong cta hé théng phai duoc giam sat thuong xuyén, lién tuc, bao
dam tinh kha dung ctia hé thong.

2. Toan bd cAu hinh hé théng phai dugc sao luu, du phong trén thiét bi hodc
hé thong luu trir doc 1ap, dinh ky 01 thang/lan.

3. Khi thuc hién nang cép, thay d6i cau hinh hé théng phai thyc hién ngoai
gio lam viéc.

4. Phai kiém tra hoat dong tong thé cta hé thdng sau khi thay ddi cau hinh
hodc nang cap hé thong.

5. Cap nhat, sao luu du phong va khoi phuc sau khi xay ra su co:



a) binh ky hang thang hoac khi co thay ddi, bo phan chuyén trach thyc hi¢n
sao luu, du phong hé thong trén hé thong doc 1ap nhu USB, DVD hoic SAN.

b) Cac dir li¢u sau yéu cau sao luu, du phong: tap tin cAu hinh hé théng, anh
hé diéu hanh may chii, co sé dit lidu; dir liéu, thong tin nghiép vu.

6. Truy cap va quan 1y cau hinh hé théng:

a) Cau hinh hé thong tu xa phai sir dung cac gido thirc bao mat c6 ma hoa
thong tin nhu SSL, TSL, SSH, VPN.

b) Khi cdu hinh hé thdng tir bén ngoai phai théng qua két ndi VPN.

¢) Toan bd ciu hinh hé théng phai duoc luu trén thiét bj hodc hé thong luu
trtr doc lap.

Piéu 11. Quan Iy an toan may chi va ing dung
Quy dinh v& quan Iy an toan may chu va tng dung:
1. Quy dinh v&1 may chu

a) Hoat dong ctia may chu phai dugc giam sat thuong xuyén, lién tuc, bao
dam tinh kha dung cua trng dung.

b) Anh hé diéu hanh phai dugc sao luu du phong trén hé thong luu trir doc
1ap dinh ky 01 thang/lan.

¢) May chu phai dugc nang cap, xir Iy diém yéu an toan thong tin trén may
chu trude khi dua vao str dung.

d) Viéc két ndi, g& bo may cha khoi hé thdng phai duoc su cho phép ctia Thit
trudng don vi va xda sach dir licu.

d) Co6 tai lidu liét ké, cai dit voi nhitng phan mém hé thdng cai trong may
chu.

2. Quy dinh v61 ing dung:

a) Hoat dong ctia g dung phai dugc gidm sat thuong xuyeén, lién tuc, bao
dam tinh kha dung cua trng dung.

b) Ung dung phai dugc thiét lap chinh sach xéc thuc; Kiém soat truy cap; Co
phuong an bao mat thong tin lién lac va bi¢n phap bdo ddm an toan Uing dung va
ma nguén.

¢) Ung dung phai duoc dinh ky kiém tra danh gia an toan théng tin 2 ndm/lan
hoic khi thay ddi, ndng cip mo rong.

3. Truy cap mang ciia may chu:

a) Két ndi, truy cap may chu phai dugc kiém soat boi tudng lira hé thong.



b) Chi mé& cong quan tri hé théng tir ving mang LAN hodc viing mang quan
tri (néu co).

¢) Truy cip quan tri may chu tir bén ngoai mang phai qua kénh két n6i VPN,
4. Truy cap va quan tri may chu va tng dung:

a) Binh ky 03 thang thay d6i cac tai khoan, mat khau mic dinh ngay khi dua
hé diéu hanh, phan mém vao sir dung.

b) Chi cp quyén quan Iy may chu va tng dung cho can bd quan trj theo chirc
nang nhi¢m vu dugc giao.

c¢) Truy cap quan tri may chu va ung dung phai qua giao thirc ma hoéa nhu
SSL, TLS, SSH va VPN.

d) Truy cdp quan tri may chu va trng dung ttr bén ngoai mang phai qua kénh
két nbi VPN.

5. Quy dinh vé cap nhat, sao luu du phong va khoi phuc sau khi x4y ra su

a) Pinh ky hang thang hodc khi nang cap tmg dung phai sao luu, du phong
ma nguén ung dung va co s¢ dir li¢u trén thiét bi hodc hé théng doc lap.

b) Dit liéu luru trit phai duoc ma hoa cting ma kiém tra tinh nguyén ven.

c¢) Dt li¢u luu trit phai dugc quan 1y theo phién ban va c6 quan 1y truy cap.
Piéu 12. Quan Iy an toan dir liéu

1. Quy dinh dy phong va khoi phuc dir lidu:

a}) Dinh ky hér{g tudn phai saorlu'u, du phong co s¢ dit licu va dir liéu nghiép
vu (néu co) trén thiét bi hoac h¢ thong doc 1ap.

b) Dit liéu luu trit phai duoc ma hoa cting ma kiém tra tinh nguyén ven.

c¢) Dt li¢u luu trir phai dugc quan 1y theo phién ban va c6 quan 1y truy cap.

2. Dinh ky hang thang hogc khi c6 thay d6i cﬁiu hinh trén hé théng thyc hién
quy trinh sao luu du phong: tap tin cau hinh h¢ thong, ban du phong h¢ diéu hanh
may chu, co s& dit licu; dir 1iéu, thong tin nghiép vu.

3. Ban sao luu duoc luu trir trén thiét bi hodc hé théng doc lap.
Piéu 13. Quan Iy s c6 an toan thong tin

1. Thyc hién c6 lap hé thong, ngat két ndi v6i cac hé thong lién quan khac.

2. Khi ¢6 su ¢ an toan thong tin xay ra, bo phan chuyén trach phai sao luu,
du phong toan bd hién trang hé thdng trudce khi xir 1y su cd.

3. Lién hé v6i dau mdi tmg ctu sy ¢ theo thong tin dua ra dudi day:



a) Poi Ung citu su ¢d an toan thong tin mang tinh:

- Sb dién thoai hotline 24/7: 0694.401.575 hodc 0917.532.787

- Sb dién thoai trong gid hanh chinh: 0694.401.575 hoac 0917.532.787
- Thu dién tu: thatanm(@khanhhoa.gov.vn

b) Cuc An ninh mang va phong, chdng t6i pham sir dung cong nghé
cao/Trung tdim Ung ctru khan cap khong gian mang Viét Nam (VNCERT)

- Nguoi lién hé/bd phan: Ban g cuu su cd
- S6 dién thoai: 069 220 5199

- Email; report@vncert.vn

- B4o cdo su ¢6 qua nén tang di€u phoi, xir 1y su co an toan thong tin mang
quoc gia: https://soar.soc.gov.vn

Piéu 14. Quan ly an toan nguoi sir dung diu cudi

1. Khi két ndi thiét bi luu trir ngoai nhu 6 cung di dong, cac loai thé nhd,
thiét bi luu trir USB, ... phai quét virus trude khi doc hodc sao chép dir lidu.

2. Khong str dung cac may tinh thudc s& hitu ca nhan (may xach tay cua ca
nhan, PDA) hodc nhitng thiét bi luu trit di dong c4 nhan vao mang quan tri hodc
nghiép vu. Han ché tdi da viéc sir dung céc thiét b luu trir ngoai dé sao chép, di
chuyén dir liéu.

3. Thiét 1ap mang cong cong cho cac may tinh thudc so hitu ca nhan (may
xéach tay ctia ca nhan, PDA) hodc nhimg thiét bi luu trir di dong ca nhan va co
quan 1y truy cap ving mang ndy voi cac ving mang khac trong hé thong.

4. May tinh ngudi str dung phai duoc thiét 1ap ché do cap nhat ban vé ty dong
va phan mém phong chéng ma doc.

Pi¢u 15. Quan Iy rii ro an toan thong tin mang

Pon vi van hanh xdy dung va ban hanh Ho so Quén 1y rui ro an toan théng
tin bao gdm céc ndi dung sau:

1. Danh muc tai san thong tin, dit liéu co trong hé thong.

2. Panh gia cac rii ro an toan thong tin ddi vdi mdi loai tai san.

3. C6 phuong an du phong va khoi phuc sau sy cd dbi voi thong tin, dir li¢u
va ung dung.
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Piéu 16. Két thiic van hanh, khai thac, thanh ly, hity bé

1. Thiét bi CNTT c6 chira dit liéu (mdy tinh, thiét bi luu tri, ...) khi bi hong
phai duoc can bo van hanh kiém tra, stra chita, khac phuc. Phai c6 bién phap kiém
tra, giam sat dam bao khong dé lot 16 thong tin hay 1ay nhiém ma doc dbi voi may
tinh mang ra bén ngoai stra chira, bao hanh.

2. Trudc khi tién hanh thanh 1y, hily bo thiét bi cong nghé thong tin cii, phai
ap dung cac bi¢n phap k¥ thudt xod bo hoan toan dit li¢u nguoi dung da tao ra,
dam bao khong thé phuc hdi.

3. Cac phuong tién va thiét bi CNTT: May tinh ¢4 nhan (PC), may tinh xach
tay, may chu, cac thiét bi mang, phuong ti¢n luu trit nhu CD/DVD, thé nho, b
cting phai x6a sach dit liéu khi chuyén giao hodc thay d6i muyc dich st dung.

Chuong IV:
TO CHUC BAO PAM AN TOAN THONG TIN

Piéu 17. Trach nhiém ciia Truong Cao dang K¥ thuit Cong nghé Nha Trang

1. Giao Phong Quan tri chat luong - Hoc sinh sinh vién 1a bd phan chuyén
trach vé an toan thong tin, c6 trach nhiém bao dam an toan thong tin cho hé thdng
thong tin

2. Tuan thu cac quy dinh vé trach nhiém cta bod phan chuyén trach vé an
toan thong tin dugc giao tai Quy ché nay.
Pi¢u 18. Trach nhiém ciia Phong Quan tri chat lwgng - Hoc sinh sinh vién

Thuc hién trach nhiém theo quy dinh tai Diéu 22 Nghi dinh 85/2016/ND-
CP ngay 01 thang 7 ndm 2016 cua Chinh phu vé vé bao dam an toan hé thong
thong tin theo cap do.

Piéu 19. Trach nhiém ciia nguwoi dung

Thuc hién nghiém tic cac quy dinh vé quan 1y, van hanh hé thong tai don vi
theo dung cac quy dinh hién hanh. Chap hanh dung cac quy dinh vé an toan thong
tin tai Piéu 14 Quy ché nay.

' Chuwong V:
TO CHUC THUC HIEN
Piéu 20. Td chirc thue hién

1. Quy ché nay duoc xay dung va cong bd ap dung tai Trudng Cao dang K§
thuat Cong nghé Nha Trang.

2. Binh ky thuc hién ra soat, cap nhat, bo sung theo quy dinh hi¢n hanh.
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